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problem size

13,8 billion years

reasonable human 
time depending on 

the use case

classical computing
(now and soon)

quantum 
computing
(some day)

theoretical quantum 
computing speedup

extremely 
unreasonable time 
like the age of the 

Universe

the quantum computing threat

solve so-called
intractable exponential

problems like …

breaking public PKI 
asymmetric keys and 

even symmetric
cryptography keys
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determines p and q, two large random prime numbers
computes N = pq which is a very large integer (preferably 
>=2048 bits)
evaluate e: a prime number with O(N) given
O(N) = number of prime integers between 1 and N, and since p 
and q are prime, O(N) = (p-1)(q-1)
d is a large integer coprime of O(N) that is chosen according to : 
e^d = 1 mod (O(N))

emitter receiver

use public key (N, e) 
to encode the data

sends public key

encoded 
data

sends encoded data 
with public key

original 
information 

sends the public key with (N, e) 
to the sender of the data

use private key d, kept by the receiver, and the public 
key to decode the data

a pirate could guess d with using e and factoring N in (p,q), 
and decode the intercepted message

RSA cryptography
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threatened cryptography systems

threatens public key based cybersecurity

RSA, ECDH, ECDSA, SSL/TLS, VPNs (IPSEC), SSH, PGP, 
S/MIME), Signal (Whatsapp), Bitcoin & Blockchain signatures

threatens symmetric keys cybersecurity

improves brute force attack of hash 
functions (SHA) and block ciphers (AES) 
used in symmetric encryption

Peter Shor factoring algorithm - 1994

integer factoring

exponential acceleration

Lov Grover search algorithm - 1996

brute force to break symmetric codes

polynomial acceleration

O(N) ⇒ O( N)

(c
c)

 O
liv

ie
r 

Ez
ra

tt
y,

 J
u

ly
 2

0
2

1

threatens Digital Signature Algorithm, Diffie-Hellman 
key exchanges and El-Gamal encryption

Peter Shor dlog algorithm - 1994

exponential acceleration

David Simon algorithm - 1996

exponential acceleration

threatens Even-Mansour ciphers 
used in some disk encryptions

O(𝑒1.9(log 𝑁)
1
3(log log 𝑁)

2
3) ⇒ O((log𝑁)2 (log 𝑙𝑜𝑔𝑁))

O(𝑒(log 𝑁)
1
3(log log 𝑁)

2
3) ⇒ O((log𝑁)2 (log 𝑙𝑜𝑔𝑁)) O(2𝑁/2) ⇒ O(N)
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potential long term quantum threats on cryptos. Source: The Quantum Countdown Quantum 
Computing and The Future of Smart Ledger Encryption by Long Finance, 2018 (60 pages)
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Mosca « XYZ risk model » or theorem

definition estimation uncertainty

x time that you need encryption to be secure ≈ 10-20 years none: regulatory

y time to re-tool the existing infrastructure with PQC ≈ 5-10 years average:  operational

z time to build a FTQC computer breaking RSA-2048 ≈ 15-30 years total
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https://globalriskinstitute.org/publication/2022-quantum-threat-timeline-report/

https://globalriskinstitute.org/publication/2022-quantum-threat-timeline-report/


11



the quantum threat
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Shor integer factoring

factors an integer in prime numbers

algorithm relies on a period finding
algorithm and an inverse quantum 
Fourier transform

breaking RSA 2048 bits key requires
20 millions qubits with an error rate 
of 0.1% and 8 compute hours.

repeated squaring for a modular 
exponentiation transformation 

Hadamard gates for 
preparation

inverse QFT to 
find result

output 
intermediate 
period finding 
result in n bits𝑈𝑓 𝑥, 0𝑞 = |𝑥, 𝑓 𝑥 ⟩

unitary U is prepared 
classically using function f

𝑓 𝑥 = 𝑎𝑥mod 𝑁

N = integer to factor0<a<N = random 
number

O(𝑒1.9(log 𝑁)
1
3(log log 𝑁)

2
3)

⇒ O((log𝑁)2 (log log𝑁))

exponential speed gain vs best in-
class GNFS classical algorithm

+ post-
processing the 

results to obtain 
the divider
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Shor algorithm requirements

99.9% gate fidelities

surface code cycle time of 1 µs 

reaction time of 10 µs

memory storing 28 million spatial 
modes and 45 temporal modes 
with 2 hours storage time.

350,000 cat-qubits

4 days

full architecture proposal
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Schnorr schneller than Shor?

https://arxiv.org/abs/2212.12372, December 23rd, 2022

• hybrid QAOA based algorithm using classical 
“Schnorr” algorithm.

• would require 372 NISQ physical qubits and 
1139-1490 gate depth.

• QAOA does not scale well.

• classical and quantum part speedup and time 
were not provided.

• NISQ qubit noise would require some QEC and 
a much larger number of physical qubits.

https://arxiv.org/abs/2212.12372
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“Quantum computing (QC) has 
become a reality. We broke the 
RSA -2048 key.”

“The QC version used here has 
simultaneous multiple-states 
logic (following ‘all states at 
once’), with more than a googol 
of possible states.”

“All our QC computations were 
done in a commercial cellphone, 
or a commercial Linux desktop”.
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key scientific and engineering challenges

improve qubits fidelities errors mitigation and correction quantum interconnect

electronics, cabling and/or 
cryogeny scalability

energy consumption
containment or advantage
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physical qubit

logical qubit

error rates ≈0.1%

error rate <10-8 to <10-15

https://arxiv.org/abs/1202.2639 

logical qubits

https://arxiv.org/abs/1202.2639
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source: How about quantum computing? by Bert de Jong, DoE Berkeley Labs, June 2019 (47 slides) + Olivier Ezratty additions.

condensed
matter

simulation

Shor 2048 
integer

factoring

complex
chemical

simulations

from NISQ to FTQC

pricing
derivatives

NISQ quantum 
error mitigation

NISQ FTQC

VQE, QAOA, 
QML

topological
data analysis

(TDA) 

1 TeraQuop
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cybersecurity
solutions

code-based cryptography

m

1

k

non 
Singular 
matrix

k

Generator 
matrix 

/ Goppa code

n

Permutation 
Matrix

n

x

x

Ĝ =  xGxP

t errors

=

public key
= SGP + t

private key
= (S, G, P)

Ĝ

m’

n

random vector z with t ‘1’

c = crypted message

x

x

+

=

emission

inverse of 
Permutation 

Matrix

x

inverse of 
non 

Singular 
matrix

Generator 
matrix 

/ Goppa code

m

1

k

reception

x

x =

encrypt 
message m
of length k 
in binary

integer
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receive 
message m
of length k 
in binary

1 message encoded by Ĝ

message transmitted

these three matrices 
multiplications can’t 
be done by somebody 
using the Goppa code 
in matrix Ĝ

n random bits containing 
t bits of value 1

transmission line
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quantum technologiesclassical technologies

QRA
quantum resistant cryptography

classical cryptography resisting to 
quantum algorithms

Quantum Key Distribution (QKD)

first generation 
prepare-and 

measure based, 
protects public keys 
sent through optical 

links, use trusted 
nodes as repeaters

PQC
post-quantum 
cryptography

new classical asymmetric 
keys and signatures 

resisting to quantum 
algorithms

QRNG
quantum random key 

generators
ensure the quality of 

public keys in classical 
and quantum 
cryptography

Quantum 
Conference Key 

Agreement
entangled quantum 

keys shared with 
more than 2 parties.

entanglement distribution
entangled photons distribution 

to multiple parties

second generation 
entanglement based,
protects public keys 
sent through optical 
links, use memory 
based repeaters

symmetric keys
classical cryptography 

already resistant to 
quantum algorithms 

(AES, …) quantum repeaters
with quantum memory and 

entanglement swapping, 
enable entanglement sharing 

over long distances

mathematical protection physical protection
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source: How to Quantum-Secure Optical Networks? by Helmut Griesser, ADVA Optical Networking  SE, 2016 (31 slides). 

QKD principle
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typical QKD hardware settings
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Beijing-Shanghaï
Network 
2013-2016, 32 
nodes, 2,000 km of 
QKD secured fiber
link, 20 kbits/s

31,000 km extension, 
2017-2025

10,000 km deployed
as of 2023

QKD in China
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Vienna
2008
SECOQC, 5 nodes, 20/25 km

Geneva 
1993, 1995, 2007, 2018 (400 km)

Cambridge – London 
- Bristol 2018

Nice/Sophia 
2020

3 sites

Canaries
2007/2010

144 km free to air

Italian Quantum Backbone (IQB) 1,850 
km QKD link connects Turin, Milan, 
Bologna, …, a 150 km fiber reaches
Modane in France, and connects to 
Grenoble, Lyon and Paris, then Europe + 
Padua satellite/ground QKD experiment

Germany
QKD project, 165M€

2019-*
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Ile de France 
2020-*

OpenQKD project

Tchekia
OpenQKD

project
2019

Athens
2019
OpenQKD project DataCom

Netherlands
Delft, Leiden, 

Amsterdam, The 
Hague OpenQKD 

project 2019

Madrid
2018

Telefonica & Huawei

Barcelona 
2020

Poznan
2021

Italy-Slovenia-Croatia network

Denmark
Dantze Bank

DTU
2022

Ireland 
2022
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satellite based QKD

how photon losses compare between fiber and freespace channel using 
satellite. Source: Micius quantum experiments in space by Chao-Yang Lu, 
Yuan Cao, Cheng-Zhi Peng and Jian-Wei Pan, August 2022 (53 pages).
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quantum random number generators
photons 
counting

photons 
arrival time

vacuum  
fluctations

phase noise

qubit Bell states 
measurements

other

self-certified SDI 
QRNG

radioactive 
decay

https://www.oezratty.net/wordpress/wp-content/IDQuantique-Logo.jpg
https://www.oezratty.net/wordpress/wp-content/Crypta-Labs.jpg
https://www.oezratty.net/wordpress/wp-content/InfiniQuant.jpg
https://www.oezratty.net/wordpress/wp-content/KETS-Quantum-Security-logo.jpg
https://www.oezratty.net/wordpress/wp-content/QuNu-Labs.png


30

2.5 mm
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there is no such thing as a QKD for 
smartphones! It requires some photonic link.

and QKD is not an « algorithm »

what the quantum SiM could embed:

• PQC cryptography logic.

• some QRNG to create the PQC keys.
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post-quantum cryptography

threatened
by quantum 
algorithms
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we are here
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finalists research teams vendors teams

P
u

b
lic

-K
ey

 E
n

cr
yp

ti
o

n
/K

EM
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McEliece

UK: U. London, U. Plymouth.
Switzerland: ETH Zurich. 
USA: U. Illinois & Chicago, U. Florida, Yale.
Europe: U.Ruhr Bochum, U. Eindhoven, U. Southern, Denmark, MPI, Inria (France).
Taiwan: Academia Sinica.

Google
PQ Solutions
PQShield

CRYSTALS-
KYBER

USA: SRI.
Canada: U. Waterloo.
Europe: Radboud U. Netherlands, Ruhr U. Bochum, ENS Lyon.

IBM Research Europe
Arm, PQShield
NXP Semiconductors

NTRU
Europe: Radboud U Netherlands, Eindhoven U.
USA: Brown U.
Canada: U. Waterloo.

Qualcomm
NTT
Algorand, PQShield

SABER
Europe: KU Leuven (Belgium).
UK: Birmingham U.
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CRYSTALS-
DILITHIUM

USA: Florida Atlantic U.
Switzerland: ETH Zurich.
Europe: CWI Netherlands, Ruhr U. Bochum, MPI, ENS Lyon.

IBM Research Europe
Google, PQShield

FALCON
Europe:  ENS Paris, U. Rennes (France).
USA: Brown U.

IBM Research
PQShield, Qualcomm
Ethereum Foundation
Thales

Rainbow
Europe: FAU Erlangen Nuremberg, U. Versailles.
USA: Cincinnati U.
Taiwan: Academia Sinica, National Taiwan U.
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Grey: 2020 selection
Green: 2022 selection
Red: broken in 2022
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finalists research teams vendors teams
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BIKE
USA: U.Washington, Florida U.
Europe: U. Limoges, ENAC & U. Toulouse, Inria, U. Bordeaux (France), U. Ruhr Bochum (Germany).
IsraeL: U. Haifa.

Intel
Google
IBM
Worldline France

FrodoKEM

USA: U. Michigan. Stanford U.
Netherlands: CWI.
Canada: U. Waterloo.
Middle-East: Ege University (Turkey).

NXP
Microsoft Research
PQShield

HQC
France: ISAE-Supaero, Limoges U., ENAC, U. Toulouse, Toulon U., Bordeaux U.
USA: Florida U.

Worldline France and 
Netherlands

NTRU Prime

Taiwan: Academia Sinica, National Taiwan U.
Australia: U. Adelaide.
Europe: Eindhoven U (Netherlands), Hamburg U. (Germany), Tampere U. (Finland).
USA: Illinois U.

NXP

SIKE
USA: Florida U.
Canada: Waterloo U., Toronto U.
Europe: Radboud U. Netherlands, U. Versailles (France).

evolutionQ
Amazon
Microsoft Research
Infosec Global
Texas Instruments

D
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s GeMSS France:  Inria, University of Versailles and Sorbonne Université.
CryptoNext
Orange

Picnic
USA: Northwestern U., GeorgiaTech, U. Maryland., Princeton U.
Europe: Austrian Institute of Technology, TU Graz (Austria), Aarhus U. (Denmark), DTU (Denmark).

Microsoft Research
Dfinity

SPINCS+ Europe: U.Ruhr Bochum, KU Leuven, TU Graz, Eindhoven U, Radboud U.
Cisco, Infineon
Infosec Global
Genua, Taurus
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Grey: 2020 selection
Green: 2022 selection
Red: broken in 2022
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PQC NIST competition

2017 20192016 2018 2020 2021 2022 2023

82 applicants 69 selected 26 selected 15 selected 4 finalists

2 broken

1 broken with
side attack
channel

January 2023
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post-quantum cryptography
public key cryptography resisting to quantum algorithms
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quantum keys QKD / BB84
protects symmetric keys with optical link (fiber or sat)
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key takeaways

the cure (PQC) may be more dangerous than the ill (Shor)

new classical threats also loom around

PQC will be deployed but it requires some care

QKD is interesting for « strategic » applications

entangled based QKD is the way to build a quantum Internet
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2023, 1,366 pages
free PDF download

2023, 24 pages
free PDF download
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discussion
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various QKD protocols
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